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1 General

This document describes how we at MAYAH have set up a public SIP server.
There were two reasons for installing a SIP server at Mayah Communications head
office in Hallbergmoos:

1) To enable users of MAYAH audio equipment to test SIP

2) To provide a template for installing a simple SIP service

Note:

MAYAH SIP Server is not available all the time. For real tests the access data and
availability time slot must be requested. Please send your requests per e-mail at
info@mayah.com

2 Environment

The installation described in this document is of course adapted to the given network
structure here at MAYAH. Your environment might look different and therefore not all
settings described here might be applicable. For security reasons we decided to put
the SIP server not in a DMZ, but behind a firewall/router. Therefore port forwarding
had to be configured in the router.

2.1 Schematic diagram
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2.2 Used Equipment

1) LANCOM 1722 (Firmware 7.28) as Router
2) Windows PC with
- Windows 2000 (Service Pack 4)
- Java Virtual Machine (Version 1.5.0)
- Brekeke SIP Server Standard (Version 2.2.5.8)

2.3 Used Infrastructure

1) 2 Mbps SDSL Internet access (with fixed IP addresses)
2) Fast Ethernet LAN



3 Configuration of LANCOM 1722

LANCOM 1722 Firmware version 7.28.0031 (2/6/2008) and Windows configuration
tool LANconfig 7.20.0018 (8/7/2007) was used.

Usually the LANconfig tool detects all LANCOM devices in the local network

automatically.

b
File Edit Device Wew Tools Help
= i Sl - LANCOM
ol || mal@IE| sl lwl salesl wlslalEn] @lals 2B T
) LAMConfig ame | Description | Address | Device Skatus Progress
A@LANCOM 3550 Wireless 192.168.1.6 Ma response
192.168.1.5 A configuration ...
I;:;:,:-]'ISIF‘TESII1 89.246.243.114 Ok
| Date | Time Marne | Address | Message :I
i 1/14/2009 144705 MAYAH 192.168.1.5 Configuration reading started
() 1/14/2009 144708 MAYAH 192.168.1.5 TFTP protocal used
@ 1/14/2009 144708 MAYAH 192.168.1.5 Configuration read successfully
@ 1/14/2009 144720 MAYAH 192.168.1.5 Configuration read successfully
-
4] | B
| | 4

For configuration just double on the referring LANCom 1722 router in the list.




3.1 Configuration ot the physical Ports of LANCOM 1722

The 4 physical ports of the LANCOM 1722 can be configured via the configuration
items
e Interfaces with button ‘Ethernet Ports’

« MAYAH, ... Configuration 21

Canfigure: I Interfaces j

LAN | wiah | Modem | VLAN |

— Metwork, adapter

MALC address: 000571 1AED 3

— Ethernet switch settings

Thiz iz where you can program further zettingz for each
Ethemet interface.

I Ethernet Parts -
% ETH 1 (DSL-13

S ETH 2 (LAN-2)

S ETH 5 (LAN-1)

T ETH 4 (Monikar)

and

e TCP/IP with button ‘IP networks’
~— +EMAYAH Configuration
j Corfigure: m

General | Addresses | DHCP | BODTR | DNS | DNS Fiter |

o
[ [T

wice Miew  Tools  Help 7 - N
P Ir this table pou can defing IP netwarks. Thoze will be

JT=E

R Gsl ﬁ&l referenced by other modules [DHCF zerver, RIP, MetBIOS etc.] :-;ANA
p— via the network name. =
Name
@LANC IP networks ... |

EAMAYE M.
L — *f'ou can configure alternative addresses at this table.

Nebwork bype | YLAN ID | Interface | Address check | Tag | Comment
0 local inkranet

i} demilitarized zone

Metmask

Mebwork name | IP address

LAN-2

Loose

add.. | Edt.. | copyr. | Remove |
| T T
As you can see the physical port 3 is configured as a DMZ. However, the described
below Brekeke SIP server should be protected by the firewall of LANCom 1722 and
therefore is located behind the pyhsical port 3.




3.2 Disabling of internal SIP server of LANCOM 1722

Since all VOIP functionality is done by the Brekeke SIP server the internal VolIP call
manager of the LANCOM 1722 should be switched off.

<2 MAYAH Configuration i ed 3

Configure:

General | Lines I Uzers I Call ru:uuteri Eu:u:leu:si E:-:tendedl

[ Waice call manager [WCM) enabled

( SIP parameters

To uze the in_ternal zervices an the YCh, a local WolP domain

3.3 Configuration of Port forwarding

Via configuration item IP router with button ‘Port forwarding’ the following ports must
be forwarded to th PC hosting the Brekeke SIP server (in this case IP address
192.168.1.43)

e Port 5,060 for SIP exchange

e Port 18,080 for farend configuration of Brekeke SIP server
guration 2] x|

Configure: IIP Flouter I

Generall Routing  Masq. | M:M Mappingl VHHPI

4

—Masquerading options

TCP aging: W zeconds
UDF aging: |2D_ zeconds
ICMP aging: I‘ID_ zeconds
IPSec aging: IW zeconds
Fragment aging: |5_ zeconds

~ Inverse mazquerading

“f'ou can make individual services such as aWebServer
available to people outzside your network by specifying each
service in this table.

Port forwarding table ... |

Port forwarding table _ .

| First port | Last port | Remote site | Address | Map part | Protacal | Wl address | Active | Commen_t| E

3 5,060 TCP+UDP  0.0.0.0 ‘es
10,000 10,100 43 0 LDP 0.0.0.0 Yes
15,080 15,080 192,1658.1.43 18,080 TCP+UDP  0.0.0.0 Yes B
Add .. | Edit ... | Copy ... | Remove |
Note:

Forwarding ports 10,000 to 10,100 like in the picture is not.



4 Settings on Brekeke SIP Server

Brekeke SIP server version 2.2.5.8 is used. Where you can download Brekeke SIP
server is described in chapter 6.2 (Links).

The Brekeke SIP Server provides many enhanced NAT traversal features, which
unfortunately proved to be counterproductive in this case. These features had to be
disabled in this scenario, since the server did not “know” that port forwarding was
used and the (usually helpful) NAT traversal features prevented calls form being
successful.

4.1 General Configuration

At Brekeke SIP server the general configuration is done via item > Configuration >
System. At item ‘Interface address 1’ you must enter the public IP-address of the
gateway used by the PC where Brekeke SIP server is installed on. This has to be
done because of the port forwarding mechanism.

In this application gateway is the LANCom router 1722 (described in chapter 3). In
this example it uses the public IP-address 88.217.251.18.

This IP address must be entered at your Mayah codecs as SIP registrar when you
want use the Brekeke SIP server located in Mayah premises.

All other system configurations should be identical to the one in the picture below.

X Brekeke SIP Server Administration tool - Microsoft Internet Explorer

Datei  Beatbeiten  Ansicht  Favoriten  Extras 7

G zurick ~ = - @) 7 ‘ @ suchen [FFavoriten  GffMedien ¢4 |%L|§ N E|

Adresse I@ httpefi127.0.0.1: 1SUEU)’proxy,l’gate?bean=5|padm|n‘web.Conflguratlon&submgnusﬂ_‘

-Mail
@ brekeke
[~ 4 1 ¥ N B w N
Configuration | el

SIP RTP Database/Radius Password Domains Advanced

Configuration > System

General

Server Name |your—sip-5v
Server Description Iyour SIP Server
Server Location |your—p|ace
Administrator SIP URT [your-sip-ur
Adrministrator Email Address |

Start up m
Network

Interface address 1 |ﬂa 217.261.18
Interface address 2 |

Interface address 3 |

Interface address 4 |

Interface address 5 |

DMS caching period (sech |350D

Auto interface discovery lﬂ

External IP address pattern |
Address Filtering

1P address filter lm
Filter pattern |

upPnpP

Enable/Disable lm
Default router IP address |

Cache size |24

Cache period {sec,0=disable) IEE4DD
Refresh Interval (sec,0=disable) |SD

lava



4.2 SIP Configuration

SIP configuration must be done via item > Configuration > SIP as described in
picture below. The “realm” parameter may of course differ.

Configuration m

System RTP Database/Radius Password Domains Advanced

Configuration > SIP

SIP exchanger
Session Limit -1=unlimited) |.1

Local Port ISDED

NAT traversal

keep address/port mapping on -
Interval {ms) |1QDDD
Add 'rport’ parameter (Send) oh -

Add rport! parameter (Receive)

=]
=
4

Authentication

REGISTER on x
INVITE [off =]
Fealm (ex: domain name) Imayah
Auth-user=user in "To:" (Register) no -
Auth-user=user in "From:" ho -
FQOM only ho -
Upper Registration

Onfoff off =

Register Server

|
Protocal IUDF' v|

Thru Registration

O foff an -

Timeout (0=unlimited)

Ringing Tirmeout (ms) |2ADDE|D

Talking Timeout {ms) |QSQQDDDDD

UpperThru Timeout(ms) |3E|DDE|

Miscellaneous

100 Trying |any requests j

Sarver/User-Agent | *advanced Edition Only
TCP

TCP-handling Iun ‘l *TCP inactive in Personal/Academic Editions
Quele Size ISD

LDP Failower Iun -I



4.3 RTP configuration

RTP configuration must be done via item Configuration > RTP as described in picture
below.

3 Brekeke SIP Server Administration tool - Microsoft Internet Explorer

Datei Bearbeiten  Ansicht  Faworiten  Extras 7

A Zuriick o= - @ 7at | @‘Suchen [Fe] Favoriten @Medien g | %- =] -

Adresse I@ hktp:ff127.0.0.1:18080/proxy/gate?bean=sipadmin, web. Configuration@submenu=2

@Slﬁe Server

Dial Plan User Authentication

Registered Clients | Active

{jaih e Ees e | Configuration || EeslaElE=]

SIF

System Database/Radius Password Domains advanced

Configuration > RTP

RTP exchanger

RTP relay Iauto vI

RTP relay (U4 on this machine) Igﬁ vI

inirmum Port |1DDDD
Maximurm Part |1D1gg
Minimum Port(videa) |D
aximum Port(Video) |D

Part mapping Isource paort 'I

Timeout (0=unlimited)
RTP Session Timeout {ms) IEDDUUD

Save
Your changes will be in effect after restart.

4.4 Dial plan
A new dial plan can be configured via item > Dial plan > New Rule.

brekeke C i ]
@ SiP server A el

DIFINEETM - User Authentication | Registered Clients |~ Activ ns | Callogs | Corfiguration | Maintenance

View Rules Mew Rule ImportRules  ExportRules  View alias Mew alias  Import alias Export alias

Dial Plan > View Rules
¥ Hide Disabled Rules

Priority Name Matching Patterns Deploy Patterns
1 Diable Record Rout {request="INVITE net.sip. addrecardroute. =False
iable Record Route To= &net sip.addrecordroute=false
2 Disable NAT frequest="TM¥ITE $nat=False
Apply Rules

4.4.1 Reasons for dial plans

Dial plans in the Brekeke Server can be seen as small scripts that are run when a
call comes in. We use this mechanism for doing extended configuration.

4.4.1.1 Disable Record Route

This is done since we have Codecs in the same LAN as the SIP server. Without this
set the SIP ‘Bye’ messages might not be routed correctly resulting in callnot being
hung-up.



4.41.2 Disable NAT

Furthermore Network Address Translation (NAT) should be prevented.

By default the Brekeke SIP server does not just handle the establishing of
connections but also the audio over IP transfer. This is not recommendable for most
applications.

For instance:

Your Brekeke SIP server is located somewhere in Europe but the audio over IP
transmission should be done between two codecs in Australia. Then it makes no
sense that the whole audio transfer between both Australian codecs is routed via
Europe since this means an additional bottle neck and delay.

To prevent this dial plan item 2 as described in picture above must be entered.

4.5 Adding clients

Finally the data of clients using your SIP service must entered. This can be done via
item > User Authentication > New user.

Q brekeke

M User Authentication

Yigw Ligers Import Users  Export Users

User Authentication > New User

User:

Password:

Confirm Password:

Marne:

Email Address:

Diescription: =]

SIP registration data:
e User (mandatory data):
Name of SIP account
e Password:
Password protection of a SIP account is recommended but not mandatory.
e Name (mandatory data):
Usually the SIP phone number to dial to the referring device. However, this data
can be alphanumeric.
e E-mail address:
Optional info to contact SIP user.
e Description:
Here optional comments can be added.

All existing SIP accounts are listed at item > User Authentication > View Users.
Currently registered SIP clients are listed at > Registered Clients > View Clients.
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5 How to use MAYAH SIP server for tests

If you don’t want to set up your own SIP infrastructure for your test you can also
register at MAYAH SIP server. To get your SIP account information please contact
MAYAH (see chapter 6.1).

Disclaimer:

Such accounts on MAYAH SIP Server can only be used for test purposes and cannot
be regarded as permanent solution for your Audio-over-IP transmissions. MAYAH
Communications reserves the right to cancel any of the test accounts at any time.

5.1 SIP Access Data

» SIP Registrar: 88.217.251.18

STUN Server: stun.t-online.de or stunserver.org
Note:
Since STUN Server is given as URL a DNS-Server must be entered.
Otherwise the IP addresses of the above STUN servers must be entered.

Account Phone Number must be requested from MAYAH
Account User Name must be requested from MAYAH
Account Password must be requested from MAYAH

5.2 Entering SIP Access Data
5.2.1 C11, SPORTY, FLASHMAN II

SIP access data can be entered via front panel menu item

CODEC / SETUP / INTERFACE / Ethernet / SIP

Note:

SIP Access Data can only be entered or changed if SIP account is inactive, i.e. “off”.
Please check the menu item

CODEC / SETUP / INTERFACE / Ethernet / SIP / Account active.

5.2.2 CENTAURIII

SIP access data can be entered via front panel menu item

SETUP / INTERFACE / NETWORK / SIP

Note:

SIP Access Data can only be entered or changed if SIP account is inactive, i.e. “off”.
Please check the menu item

SETUP / INTERFACE / NETWORK / SIP / Account active.

5.3 How to setup the SIP connection

For successful SIP registration at MAYAH SIP Server:
= SIP Access Data (see above) must be entered correctly

11



= S|P account must be active, i.e. “on”
= Internet connection must be available

After successful SIP registration C11, SPORTY and FLASHMAN Il display the
following symbol in the status bar of the main screens.

[LiE]

CENTAURI Il displays a following message
“SIP: successfully registered”

Now you can establish a SIP connection to another device registered at MAYAH SIP
Server.

To establish a SIP connection via Direct Dial

= protocol must be set to SIP
= Account Phone Number provided by MAYAH must be used as destination.

12



6 Additional Info
6.1 Contacts

1) Werner Ludwig: Mayah audio products support engineer
E-mail: wludwig@mayah.com
Tel.: +49 (0) 811 5517-0
2) Uwe Flatter: Mayah sales manager
Sales and Rental for Mayah audio products (even for test and demo use)
E-mail: uflatter@mayah.com
Tel.: +49 (0) 811 5517-0

6.2 Links

1) Brekeke: www.brekeke.com/download/download_sip 2 0.php
2) LANCOM: www.lancom-systems.de
3) Java: www.java.com/de/download/
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